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K npukasy HauansHuka MY
MB/J Poccun «Boarecnorcxoey
oT «___ » anpens 2024 r. Ne

, Il1an-koHCHEKT ,
. «I0BéJeHHe B TPYAOBBIX KO/IJIEKTHBAX OCHOBHBIX MOIIEHHUUYECKHX CXEM)»

- CrpeMuTenbHOS  BHEJpPEHHE B IIOBCEIHEBHYIO  JKH3Hb  MHGMOPMAIMOHHO-
KOMMYHHKAIHOHHBIX TEXHOJIOTHH, B TOM 9HCIIe PA3TUIHBIX CEPBUCOB YIAISHHOTO JOCTyTIa,
32 IOCHGAHME TOHBI, IPHUBEIO K CYIIECTBEHHOMY DOCTY 3aPEerHCTPHPOBAHHBIX
KUOEePMOLIEHHUYECTB, KaK Ha TEPPUTOPHHI PETHOHA TaK H 110 CTpaHe B LENOM.

3HauyuTeNbHas YacTh TAaKMX MPECTYIUICHUI COBEpINaeTCsl JIHMIAMH, BIaACIOIIUMU
IIePEOBEIMU METOJAMHU «COLIMAIbHOM HHXeHepunm». Kak MpaBmiio, cxeMbl XHIIEHUH
BBINIAAT CIEAYIOUM 00pazoMm:; ;

Cooco6 ,
Keprse 3BoHAT Yepe3 MeccenqKep «Boruan, BaiiGep u T.0.»

MoleHHIKY [IPeICTaBysAACh COTPYIHUKAME CIIy>kObl 6e30I1aCHOCTH GaHKa 3BOHST
KJIHEHTYy ¥ COOOIIaloT, 9TO HeOOXOOUMO IIPOM3BECTH 3aMEHY HOMepa IIPUKPEILIEHHOIO
K JIHIEBOMY CYeTy, 4YTOOBl IPEeJOTBPATHTh MOLICHHHYECKHe MeHcTBHA., JIIg 9TOro
HpezmaraeT_CH yCTaHOBHTL Ha MOOMIIBHBIH TenedoH npunokerus «RustDesk» u «Zoomy.

. ITpunoxenns «RustDesk» u «Zoom» MO3BOISIOT MOIIEHHHMKAM AHCTAHIHOHHO
| YIPaBIATh MOOUIBHEIM TeNe)OHOM JKEPTBBL, U OTKPEIBATH NMpuiiokeHus «OHIaiiH GaHkay.
ITpu BBOmE mapomst B mpuwiokernu «OHnaliH 6GaHKa» y KEPTBBI IIPOU3BOISTCS CIIHCAHHUS
BCEX [ieHeXHBIX CPEICTB.

CorpynHuku 0GaHKOB He 3BOHSAT KJIHEHTAM yepes MecceHmKepbl «Boruamy,
«BaiiGep» «Tenerpam» H He NpelIaralT CKAYUBATL pasAHYHbIE MPHIOKEHHS
H POrpamMmal.

Crnoco6
xnmennﬂ AICHEIKHBIX CPEACTB ¢ HCHO0JIb30BAHHEM MPUI0KEHUSI-CEPBHCA
«BlaBlaCar, ABUTO, IOJIA u T.3.»
Ilpu coBeplIeHHH NpPECTYIVIEHMS, 3JIOYMBILILUICHHHKH MCHOB3YIOT OMUIMATBHBIN CaifT
https://www.blablacar.ru (mpunoxernus cmaprpor Ha Android, I0S), B KOTOPOM CO3ZAIOT
aKKayHT HeCymiecTByomero juia ((hedKoBbI), NpeAararoOmero yCiayrd [ePeBO3KH
[IaCCaXXUPOB, TIC YKAa3bIBAIOT MAapIIpyT IEepelBIDKeHUS. [Ipy MOsBIEHHMM KIMEHTa Ha
yKa3aHHOE HalpaBjeHUe U YyTOUYHEHHe BPEMEHH U YCIOBHI MOE3/KH, 30YMBIIIEHHUK 0T
Pa3IHYHbIMU MPEIOTaMH, MpemIaraeT yHTH #u3 OQHUMAIBHOTO cafiTa Ha OOIIeHHe
B MecceHKepsl (Boruan, Balibep), B KOTOPBIX KIMCHTY [PEIAraeTcs OIIATUTh 0e3AKY,
* JKOOBI Ha O(bHuHaHLHOM caiite. Ilocie momydeHus cornacus KIHEHTa, MY [0 CPEACTBOM
MECCEHKepa, MOCTyIAeT CChLIKA HA MOMNENbHEIA ((UIIMHIOBEINA) CAHT, IPH Iepexole Io
KOTOPOH, OTKPBHIBAETCS «OKHO» OILIATHl BHEIIHE CXOXHM C O(QUIHMATbHBIM CafiToM, Iie
3JOYMBIIIIEHHUK IIPEIaraeT BHECTH PEKBU3UTHI OAHKOBCKOM KapThl AJIs OILIATHI ITOE3IKH.
 Iocite BBOIA PEKBU3UTOB MPOMCXOMNT CIIMCAHNE ICHEKHBIX CPEICTB, a «peHKOBEI) aKKAyHT
Y IATIAETCHL. "
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He nepexoiuTe 0 CCHIIKAM H He NOKUAANHTE opuLHATLHbIE caliThl NPHJIOKEHUH, YTOOBI
He CTaTh ’)KepPTBOH MOIICHHUKOB,

_ Crnoco0 ‘
XHIIeHHs JeHeKHBIX CPeIcTB MO NPeJoroM npuodpeTennst GHiIeTOB
B TeaTp (KHHOTEATp) :

[Ipr COBEpIICHHM MPECTYILICHHS, 3MOYyMBIIUICHHUKA HCIOIB3YIOT CalT 3HAKOMCTB
«THHZEp», C TOMOIIBI0 KOTOPOTO, 3HAKOMATCS C MOJOABIMA Jjoapmu. Jlanee, TMOX
PA3TIYHBIMY [PEIOTaMH, 3JIOYMBIIUICHHUK IpeIyaraeT MepedT MLl JaJIbHEeHIIIero
o6 meHns B Meccerpkep «Tenerpamyy, Tae IpeyiaraeT NOTepIeBlIeMy TOHTH B TeaTp, KUHO
WM Ha KOHUEpT. Ilocie MoTydeHus COrvachs, OTepIeBIeMy 10 CPeICTBOM MECCEHKEpa,
IIOCTyIIaeT CCHIIKA HA IMONNEIbHBIN ((QUIIMHIOBBIA) CcaliT, Ipu IIepexojie [0 KOTOPOH,
OTKPBIBACTCS OKHOY OTUIATEL BHEIIHE CXOXKHM ¢ OQHUIHATBHEIM CaHTOM OHIETHBIX KACC, [/Ie
TIOTEPIIEBIINYI BHOCHT PEKBU3UTEI OAHKOBCKOM KapThI Ul oruiarkl, [Tocie BBO/Ia PEKBU3UTOB

IIPOMCXOUT CIMCAHNE ACHEKHBIX CPEMICTB, & K(PEeHKOBBIID aKKAYHT yIaJIACTCL.

Cnoco6
KepTBy 0OBHHSIIOT B TOCH3MeEHE 3a IeHEKHbIC NIEPEeBO/JbI B M10J1b3Y BCY, qu60 3B0HKH
OT COTPYAHHKOB PABOOXPaHATEIbHbLIX OPraHOB [BITAIOIIHXCS NPEA0OTBPATUTD
o  He3aKOHHOe oopmiieHHe KpeauTa.

MOUICHHUKA 3BOHAT KIHGHTy U IPEACTaBIAIOTCA COTPYHHHKAMH  IOJIHINH,
CIEICTBEHHOro Komurera, mpokyparypsl wid ®CB. Coobmaior, 9To cOTpynHMK OaHka,
B KOTOPOM OOCIYy>KHBAeTCs KJIHEHT, YKpal ero [epCOHANBHBIC JaHHBIE M OCYIIECTBIIACT
C ero cyeTa IIEpeBOABI B IONB3Y apMUH YKpaWHbL. A Tak )K€ OTBETCTBEHHOCTDH JIEKUT Ha
BiaJIeNIblle KapThl, KIMEHT MOYXeT ObITh OOBHHEH B TOCYNApCTBEHHOH H3MEHE, 33 UTO €My -
rpo3ut 10 20 JeT JIUIIECHS cBOOOIEL. : :

3aTeM MOILICHHMKH IPEACTABISIOTCS CiyKOoi GesomacHocTH Oanka ¥ yOexmaroT
KJIMEHTA TIePEBOIUTH JIE€HbIH Ha UX CHYeTa U Jaxe Oparh KpeAuTbl, MOTHBHPYS 3TO TEM, 4TO
| TaK OHH CMOT'YT BBIUHCIIUTH PECTYTHIKA BHYTpH OaHKa. :

COTpyAHHKH NPABOOXPAHUTEIbLHBIX CTPYKTYpP HHKOIAA He 3BOHSAT rpaijianam
¢ HebIo 06e30nacuTh HX 0aHKOBCKHE CYeTa. ‘

Cnoco0

3apa6oToK Ha pasInYHbIX HHTePHeT-IIomanok (bupxa, 'a3npoMHHBECTHTIHH H T.1.)

~ I'pakIaHe CaMOCTOSTENBHO, Yepe3 MHTEpPHET JTuG0, Yepe3 3BOHOK OCYILECTBIIACMBIH
3710y MBILLICHHIKAMH, CTAHOBATCS yUaCTHUKAMU Pa3IUIHbIX HHBECTUIINOHHBIX IIPOCKTOB. Hx
yOeXKIal0T MOy4acTBOBaTh B BLITOHBIX MHBECTHLHUAX U MOJIyYUTh OTPOMHYIO MPUOBLIb,
3apEerHCTPUPOBAB aKKaYHT Ha DJIEKTPOHHON TOPTOBOM ILIOLIAIKE (6upiKe), KoTopas SIKOOB!-
nMeeT OQHWIHATBHBIM CTaTyC, OIHAKO SBIACTCH SMyJISITOPOM. Tak e COTPYZHHKH
‘opraHu3aluy yOexKIaoT TpaXKIaHuHa, 9TO OyIyT KOHCYJIBTHPOBATH €ro B XOJe TOProB
M TOBODHTH, KOIZa COBEPIIUTH IIOKYIKY WM [POJAXY aKTUBOB, 9TOOBl  CIHEJIKH
rapaHTHPOBAHO PUHOCKIIM IIPHOBLIE. B Ipomecce TOPros rpaXkIaiiHy AaroT BO3MOKHOCTE
HEMHOTO 3apaboTaTh ¥ BEIBECTH Ha CBOY GaHKOBCKHMH CHET, HeGOoIbIIyI0 cymMMy fAeHer. [locne
yero, ¢ LEJIbIO MOMyYeHHs elle Goyee BBICOKMX [UBHIACHIOB NpeJJararor IepeBecTd Ha
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IIOJKOHTPOJIBHEIE CUeTa 3JI0yMBIIIUIEHHUKOB KPYITHEIe CyMMEI ieHer. Kora uenoBex HaMepeH
BBIBECTH IIOMYYEHHYIO MpHUOBUIb, €My IOJ Pa3INYHBIMH [peJIoraMH OTKa3bIBaIOT M
yOeXKIAOT COBEPIIUTE eIlle HeCKOIbKO rapaHTHPOBAHHO BRITOJHBIX CHENOK, B PE3yJbTaTe
KOTOPBIX HHYEro He IIOJO03PEeBAIONIMM TIpaKOaHWH, MOJ IONHBEIM KOHTPOJIEM OpOKEpOB,
COBEpINAET 3aBeI0MO YOBITOUHBIE ONEPaLMH U TepseT Bce HAKOIUICHUS C JIMIEBOro CUeTa.

IIpu oGHAPY:KEHHH B CETH HHTEPHET PeK/JIaMbl 0 AONOTHHTEILHOMY 3apaboTKy
Ha pa3H4YHbIX OHp:KeBBIX MaaTdopmMax, 3HaHTE 3TO MOIICHHHKH. He nepexoanrte Ha
JlaHHBIE CAHTBI, YTOGHI He CTAThH JKePTBOI MOLIEHHHKOB.

: Crnoco6
coobimenne o B31ome ExnHoro noprana rocyaapcTBeHHbLIX H MyHHIHIAJbHBIX YCIYT
. OpHHM H3 PacHpOCTPaHEHHBIX CIIOCOOOB XUIIEHHN NEHEXHBIX CPEACTB B IIOCICIHEe
BpEMsl SBJISIETCSl ITOJyYeHHEe HECAaHKIHMOHMPOBAHHOIO JOCTyIa K JIMYHOMY KaOWHETy
none3osares cepsuca «locycimyrn». JKepTBe MOCTymaeT 3BOHOK OT 3JIOYMBIIIIEHHUKA,
KOTOPBI  MpEeACTaBISIeTCS  OmepaTopoM  CiIyxObl MOLAepXKM ExmHoro mopraia

YFOC}’D;,apCTBeHHBIX M MYHUIIUIIAIBHBIX YCIYI, THC COO6H.[8.€TC$I 0 TOM, HYTO IIPOHU3OMICHI

HEMPAaBOMEPHBIM JOCTYyN K JWYHOMY KaOWHeTy, W A [pefoTBpalleHHs HEeoOXOAHMO
COOOIIUTE IIOCTyIafolmIpe Ha TeleOoH TIpaXAaHUHA , COOTBETCTByOIMe Konel Ilpu
COOOUIEHNH KOMOB 3JIOYMBIIUICHHMKH IOJNYYalOT HOCTYIl KO BCEM CepBHCaM IIOpTaja
C aKKayHTa JKEPTBBl U MUMEIOT BO3MOXHOCTb IOJATh 3asiBKy Ha O0QOpMIIEHHE U IOIydeHHS

- Kpenura ¢ IMOCICAYIOIUM IIEPEBOAOM ACHEKHBIX CPEICTB Ha ITOAKOHTPOJIBHBIC CHETA.

Corpynaukn EaunHoro moprajna rocyJapcTBEHHbIX M MYHHIMIAJABLHBIX YCIyr
(Tocyc,Iyr) HHKOT/A He 3BOHAT FPaskIaHaM ¢ HeJIbI0 HeCAaHKIHOHHPOBAHHOIO JOCTY A
K JayHoMy ka6mHery. CoOrJacHO HHCTPYKHIHH H ' IpPeJOCTABJISIEMBIX ~yCJYT,
N0J1b30BATEb CAM OCYIIECTBJISIET 3BOHKH B CJIyKO0Y MOAJEPIKKH HOPTAJIA.

Cnocob
mepTBe 3BOHAT IIpeILCTaBJIHHCb COTPYAHHKAMM 0II€PATOPOB COTOBOI cBsI3H «bu.aiiy,
Tene2, MTC, Meradon u 1.0.». ’

MOIIeHHHKH TIPeJICTABIIAACH COTPYIHUKAME OIEPATOPa COTOBOM CBA3M U COOBIIAIOT,
9TO HEOGXOIUMO 0GHOBHTD MPHJIONKEHNE OTIEPATOPA CBASH HITH YITydIINTh TApUQHBIN TIaH,
JULsL 9TOr0 HEOOXOZMMO CKadaTh [POTPaMMy KOTOpas II03BOJUT BHECTH BBILICYKA3AHHDIO
w3MeHeHus. Jljis 3TOr0 MpeyiaraeTcs yCTAHOBHTH HA MOOGHIBHBIN TeneOH IPUIOKEHIS
«RustDesk» u «Zoomy. Ilpunoxenns «RustDesk» u «Zoom» IO3BOJSIOT MOIICHHHKAM
IUCTAHIHOHHO YIPaBJIATh MOOUIBHBIM TeIe()OHOM JKEPTBEl, K OTKPBIBATL IIPUIIOIKEHHS
«Omnnaitn 6aHKay, ¢ UEJIbI0 XUIIEHNS ICHEKHBIX CPEACTB.

CoTpyAHHKH  ONIEPATOPOB  COTOBOH  CBS3H  HE  3BOHAT  KJIMEHTaM
¢ NpeIIOKEeHHSIMH YCTAaHOBHTL IIporpaMMHoe ofecrnedenue Ha Teaedon. Ilpu
NOCTYNJIEHHH TAKHX 3BOHKOB HeOGXO0/IMMO OTKIOHHTH BbI30B, 4TOGBI He CTATh JKePTBO
MOLIEHHMKOB.

‘ Cnoco0
“KepTBe 3BOHAT uepe3 MecceHaKep « Teaerpamm »
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MoIeHHIKY IPECTABIAIOTCS PYKOBOAUTENIMU TOCYAAPCTBEHHBIX W KOMMEPUECKUX
OpraHW3alHid, e OCYMECTBIIOT TPYAOBYIO NESITeNIBHOCTh IPaXJaHe U -COOOLIAIOT, YTO MM
IOCTYIIMT 3BOHOK OT IIpefcTaBUTelNeH pasmuuHbIX cnyx0 «@Cb, MBJ], MuHnucrepcTse
IOcTummm, Tpokypatypsl, LlenTpainbHOro GaHka ¥ T.A.», yKa3aHHS KOTOPBIX HEOOXOIMMC
BBITIOJIHUTE HE3aMEIUIMTENbHO. [IpH IIOCTYIJIEHHMH 3BOHKA OT BBINIEYKA3aHHBIX CIIYXKO,
JKEPTBE COOBIIAIOT O TOM, ¥TO HEOOXOAUMO MPOBECTH MAHHITY/IILHU IO BCEM HMEIOIINMCS
'GaHKOBCKHM CUETaM U KapTaM HaxXOIsLIMMCS B [I0b30BaHUN y Tpaxkaad. B mporecce oGmare
Ha [IOTePIIeBIIEro odopmaioTCs MHOTOMHJUIHOHHBIC KPeIUThL. JlaHHbIC NeACTBHS IPUBEY1
K XUIIEHHUIO JeHEKHBIX CPE/CTB KaK JINYHEIX TAK H KPEIUTHBIX.

IIpn mocTymjeHMH CoOGLICHHI dYepe3 MeCcCeHIKePbI «BOTHaIl)), «Baiibep»
- «Tenerpam» oT pykoBoauTe/Iel opranu3anuii 3HaliTe, yTo Bac mbITarores o0MaHyTh,
M NOXHTHTHL Bamu fenesxupie cpencrsa. Uto Gbl He CTATH JKepPTBOH JAHHOMH MPeCcTyNHOW
CXeMbl, 0 BCeX MOCTYMHBIIHX TAKOro poJa cooOLIeHHSIX He3aMeVIATEIbHO JOK/IA/IbIBATE
CBOEMY HEIOCPEACTBEHHOMY PYKOBOACTBY.

Cnoco6 ‘
JKepTBe 3BOHSIT NPeICTAB/ISAACh COTPYIHHKAMHU OIEPaTOPOB COTOBOI CBS3H
«bunaiin, Teae2, MTC, Meradon». _

MOIIeHHUKY TIPEACTABIAACH COTPYAHUKAME OIEPATOPa COTOBOM CBSI3H U COOGLIAIOT,
4TO HCTeKaeT CPOK IEHCTBHS HOIOBOPA IO OKA3aHHIO YCIIYT COTOBOM CBS3H U IIPEIararoT erc
IPOUIATE B TeNedOHHOM pexume. s IPOVICHHMs CPOKa JOrOBOpa Ha a0OHEHTCKHI HOMe[
NOTEPIIEBIEIO MPHXOIUT CMC COOOIIEHHE C KOJOM, KOTOPBIN MOIIEHHUKH HPOCAT COOOIIIUTE
Ilocne mepenaym Kona, MOIIGHHHWKH IIONYyYalOT AOCTYH B JIHYHBIM KaGHHET COTOBOIC
OIeparopa M 3aKa3bIBalOT IIEpe BBIIYCK CHM KapThl ¢ MAaTePUalbHOIO HOCHTENs He
BUpTyanbHbiit (E-cum). 3aBnazes aGOHEHTCKMM HOMEPOM MOIIEHHHK IIOJy4aeT JOCTYII KC
BCCM OAHKOBCKHM KapTaM, CTPaHMIAM COLMAIBHBIX CeTeil, IPUBSI3aHHBIM K aOOHEHTCKOMY
HOMepy. .
CoTpyaHukn ouepaTopOB cmbsoﬁ CBSI3M  He  3BOHAT  KJHEHTaM
¢ MPeIO:KEHUIMH NMPOMIUTE CPOK I0r0BOPA HCMO/Ib30BAHMS YCJIYT COTOBOH CBSI3H, OH

HpoAsieBaeTcs aBTOMATUYECKH IPH IOCTOSHHOM HCIO/Ib30BAHHH a00HEHTCKOIC
HOMepa.,

Crnoco0
POACTBEHHHK NonaJ B 0exy
CxeMa XUIICHUS BBIMVIIIUT CIEAYIOIMM 00pasoM: Ha CTAalHOHApHBIN Tesedok
TOXUIILIX IPaXIaH IOCTYIAeT 3BOHOK OT 3JI0YMBIUICHHUKOB, KOTOPBIE IIPEICTABIIIOTCS
COTPYAHUKAMH IIPABOOXPAHUTEJIBHEIX OPraHOB, U COOOIIMAIOT O TOM, UTQ WX POICTBEHHHUK
coseprmmi JITII (1u6o nmoman B [TTI). Yro6e! «pemmThy mpobiaeMy HeoGX0auMo nepenare
ACHEIKHBIC CPeNCTBA, IIPU 5TOM IPOCAT IIOTEPIEBIIErO He IPepBIBAaTh pasrosop. B ciyudae

COrnacus IOTEPNEBIIEro, K HEMy II0 MECTy JKHTENbCTBA 33 IEHEKHBIMH CpEICTBAMY
BBEIE3XKACT Kyphep.

OOOIT MeXMYHUIANAIEHOTO ynpasnerus MBJI Poccun «Bosrononckoey



